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EXECUTIVE SUMMARY

Australia’s political stability, open economy and strong
financial and property markets make the country

an attractive destination for global investment—

and a target for illicit financial flows. Long-standing
structural weaknesses in anti-money laundering
regulations, available sanctions data and beneficial
ownership transparency have effectively left the door
open to criminal actors seeking to conceal their ill-
gotten wealth in the Australian economy,’ and without
sufficient visibility or data access, authorities, civil
society and the public cannot distinguish lawful from
illicit investment.

Such weaknesses persist despite recent reforms from
governments and repeated flagging by international
standards-setters and regulators such as the Financial
Action Task Force.

These structural vulnerabilities have real and far-
reaching consequences. Drawing on six case studies,
this report demonstrates that Australia’s current AML/
CTF and sanctions frameworks contain persistent gaps
—particularly in beneficial ownership transparency,
enabler regulation and sanctions enforcement—that
limit the country’s ability to identify and address
Russian-linked illicit finance.

When financial flows are invisible—or only partially
visible—it becomes difficult to understand the

true scale of risk or to determine whether the risk
represents illegality or abuse of power, or lawful
conduct.

In Australia, evidence shows that between 2017 and
2023, $36.4 million in cross-border cash movements
and at least $25.4 million spent on at least 34 property
purchases.2 While not all of this activity can be
assumed to be illicit, it reflects only what is captured
by existing reporting requirements and therefore
represents a partial and conservative picture of
Australia’s exposure. Where there is no visibility, there
can be no accountability.

Money laundering is not a victimless crime. It is
typically predicated on underlying offences—such as

fraud, corruption, drug trafficking or other serious
crimes—and enables perpetrators to conceal

and enjoy the proceeds of those harms. Linked

to corruption, illicit financial flows can undermine
governance standards, distort markets, and weaken
public trust in institutions.

These risks are particularly acute in the context of
Russia's kleptocratic political economy. Corruption
and kleptocracy are deeply entrenched in Russia

and have been sustained in part by access to secrecy
jurisdictions and open market economies for stolen
wealth. Since Russia’s invasion of Ukraine in 2022,

the risk has intensified that individuals and entities
linked to the Putin regime are seeking to move

and conceal assets offshore to evade sanctions.
Despite the Australian Government's stated
commitment to ensuring those enabling the war ‘face
consequences’,® Australia remains exposed to the risk
of ongoing, unobserved and unaccountable financial
entanglements between Australian and Russian-linked
businesses.

In 2024 the Australian Government passed the Anti-
Money Laundering and Counter-Terrorism Financing
Amendment Act 2024 which strengthens AML/CTF
laws to include high-risk or enabling gatekeeper
professions such as lawyers, accountants, real-estate
agents and gemstone dealers from July 20264 and
has committed to introduce a beneficial ownership
register by 2028.° This will significantly support
progress towards stronger AML/CTF defenses;
however, gaps remain.

The case study analysis undertaken in this report
identified structural weaknesses in the following
areas:

a. Opaque legal structures — The widespread use
of complex ownership arrangements, layering,
nominees, and trusts (observed in 5 out of 6 case
studies) indicates that Australian regulations
currently lack sufficient transparency and scrutiny
of beneficial ownership, making it easier for illicit
actors to conceal control and assets.

-

AUSTRAC, Money Laundering in Australia National Risk Assessment 2024

AUSTRAC Freedom of Information Data provided to Tl Australia, (April 2024). FOI: IFTls and CBMs from Russia to Australia 2017-2023.

Department of Defence, (February, 2025). Three years on, Australia stands with Ukraine

Tl Australia (November 2024). Gatekeeper professions now included in historic laws to prevent money laundering.

v wWwN

Treasury (October 2025). Improving transparency of the true owners of companies



https://www.aph.gov.au/Parliamentary_Business/Bills_Legislation/Bills_Search_Results/Result?bId=r7243
https://www.aph.gov.au/Parliamentary_Business/Bills_Legislation/Bills_Search_Results/Result?bId=r7243
https://www.aph.gov.au/Parliamentary_Business/Bills_Legislation/Bills_Search_Results/Result?bId=r7243
https://www.austrac.gov.au/sites/default/files/2024-07/2024%20AUSTRAC%20Money%20Laundering%20NRA.pdf
https://transparency.org.au/wp-content/uploads/2026/02/20240516_AUSTRAC-1.pdf
https://www.minister.defence.gov.au/statements/2025-02-24/three-years-australia-stands-ukraine#:~:text=Australia%20has%20now%20imposed%20a,inadvertently%20fuelling%20Russia's%20war%20economy
https://transparency.org.au/gatekeeper-professions-money-laundering/
https://ministers.treasury.gov.au/ministers/andrew-leigh-2025/media-releases/improving-transparency-true-owners-companies
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b. Real estate as a vehicle for illicit wealth — The
use of luxury real estate or extensive property
portfolios to park illicit wealth (2 out of 6 cases)
underscores limited regulatory oversight in the real
estate sector, including inadequate monitoring of
high-value transactions and weak obligations for
reporting suspicious property dealings.

c. Sanctions evasion via intermediaries and third
countries — The involvement of sanctioned
individuals in 4 out of 6 cases highlights gaps in
the enforcement of sanctions compliance and the
vulnerability of the system to exploitation through
intermediaries and cross-border structures.

d. Trade in sanctioned goods — The presence of
sanctioned commaodities such as oil, gas, and
coal in 4 out of 6 cases suggests that Australia is
not adequately regulating their flows, allowing
sanctioned goods involving Australian companies,
consumers or markets to benefit the Russian state.

e. Involvement of Politically Exposed Persons
(PEPs) — Half of the case studies involved PEPs,
revealing weaknesses in due diligence and risk-
based oversight frameworks when dealing with
individuals whose political connections may pose
elevated corruption or money-laundering risks.

f. Use of professional gatekeeper in high-risk
professions — The universal presence, in all case
studies, of gatekeepers in high-risk professions
(sometimes called ‘enablers’ for their facilitation
of movement of illicit wealth) demonstrates that
current professional and sectoral regulations,
including anti-money laundering obligations for
real estate, legal, and financial professionals, are
not robustly enforced, allowing professionals to
facilitate or legitimise illicit activity.

The potential consequences extend far beyond
regulatory compliance. From Russian oil to Russian
diamonds, from luxury Gold Coast property, the result
is a real and ongoing risk that Australian businesses,
and our economy, are part of propping up the
Russian Federation, a state which has, since its full-
scale invasion of Ukraine in 2022, waged a campaign
marked by war crimes, mass civilian casualties,
forced deportations, systematic destruction of civilian
infrastructure, and credible allegations of torture and
sexual violence.®

6 United Nations Human Rights Council, (October 2024). Independent International Commission of Inquiry on Ukraine.



https://www.ohchr.org/sites/default/files/documents/hrbodies/hrcouncil/coiukraine/A-78-540-AEV.pdf

RECOMMENDATIONS

The Australian Government should:

1.

Implement a publicly accessible beneficial ownership register of companies and trusts,
including foreign companies and trustees purchasing or holding assets in Australia.

. Consider a publicly accessible property register system that includes legal and beneficial

ownership information and other key data such as historical ownership, value and dates of
purchase to enable easier detection of money laundering and other criminal activity through real
estate. This process must also ensure that data held in property registers can be crosschecked with
the beneficial ownership register.

. Enable public disclosure of sanctioned assets, including the total amount of assets frozen and

seized, assets in the process of confiscation, and data on enabling professions and individuals
since the Russian invasion of Ukraine to demonstrate adherence to international norms of
enforcement and to national commitments.

. Strengthen sanctions enforcement by holding violators accountable and closing loopholes that

enable evasion. Sanctions must be paired with targeted investigations into suspected illicit wealth
and, where legal thresholds are met, the confiscation and recovery of assets, ensuring corruption
and financial crimes do not go unpunished. Government resourcing for enforcement should also
be increased.

. Strengthen and enforce enhanced due diligence for PEPs, their families, and close associates,

including source-of-wealth checks, with supervisors ensuring consistency through guidance, audits,
and ongoing monitoring to bolster resilience against financial crime.

. Continually review and update the AML/CTF Amendment Act as needed based on ongoing

and emerging money-laundering channels such as luxury goods and cryptocurrency, and support
AUSTRAC to use existing powers and new regulations under the Act to deal with such threats.



RISK FAGTORS AND
REGULATORY GAPS MATRIX

Golden real estate, dirty money
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Across the case studies analysed, the same money-
laundering red flags surfaced with striking consistency.
Professional service providers featured in every case
including through their facilitation of opaque legal
structures. Those opaque legal structures appeared in five of

the six. Sanctioned individuals and trade in sanctioned goods
were present in four. Politically exposed persons emerged

in half. Real estate portfolios, while less frequent, still
appeared in two—underscoring how recurring patterns,

not isolated anomalies, define the risk landscape.

Real estate portfolio
Opaque legal structures
Professional service providers

Red flags Regulatory gaps exploited

No AML obligations for real estate
No beneficial ownership register
Weak enabler regulation

Playing with fire

Real estate portfolio

Opaque legal structures
Politically Exposed Persons (PEPs)
Luxury goods

Sanctioned individuals

No AML obligations for real estate
No beneficial ownership register
Weak PEP screening

Piecemeal sanctions enforcement

Sanctioned in name only

Politically Exposed Persons (PEPs)
Sanctioned individuals
Trade in sanctioned goods

Weak PEP screening
Piecemeal sanctions enforcement

Trading by proxy

Opaque legal structures
Sanctioned individuals
Trade in sanctioned goods

No beneficial ownership register
Piecemeal sanctions enforcement

Extracting coal, funding the
Russian state

Opaque legal structures
Politically Exposed Persons (PEPs)
Sanctioned individuals

Trade in sanctioned goods
Professional service providers

No beneficial ownership register
Weak PEP screening
Piecemeal sanctions enforcement

Diamonds are a regime’s
best friend

Luxury goods
Opaque legal structures
Sanctioned individuals

No beneficial ownership register

Piecemeal sanctions enforcement




METHODOLOGY

This report analyses six case studies involving
Russian financial or commodity flows interacting with
Australian businesses, economies and goods. Taken
together, these case studies seek to build a holistic
picture of money-laundering red flags associated with
Russian wealth, including commercial entanglements,
sanctions exposure, politically exposed persons,

and the role of gatekeeper professions, at a time of

heightened international scrutiny of the Russian state.

The cases are illustrative rather than exhaustive and
do not assert illegality. They are intended to highlight
recognised ‘red flag' risk patterns consistent with

and synthesised from FATF guidance,” AUSTRAC

risk assessments® and post-2022 sanctions-evasion
typologies.® All analysis assumes elevated risk rather
than established wrongdoing, and underscores

that without clear data and reliable information,
accountability cannot be adequately pursued or
secured.

Each case study is assessed against the red

flags associated with illicit finance, including the
involvement of cash, luxury goods, real estate,
politically exposed persons, sanctioned individuals
or goods, professional enablers, and opaque legal
structures. The red flags highlight:

a. the most high-risk aspects of entanglements,
commercial or otherwise, with Russian wealth; and

b. support the need for clear, strategic policy
amendments to close regulatory loopholes that
make these risks possible.

Red flag risk indicators:

Cash payments and deposits (very high risk)
Luxury goods (very high risk)
Real estate portfolio (very high risk)

Involvement of Politically Exposed Persons
(PEPs) (very high risk)

Opaque legal structures (very high risk)

Gatekeeper professions as enablers (high risk)

Involvement of sanctioned individuals (high risk)

Trade in sanctioned goods (high risk)

Definitions

i. For the purposes of this report, ‘opaque legal
structures' is used to refer to a deliberate
obfuscation of ultimate beneficial ownership,
including the use of layering and shell companies,
nominee arrangements, foreign jurisdictions
and trusts.

ii. For the purposes of this report, ‘gatekeeper
professions’ is used to describe DNFBPs or
Tranche 2’ entities including real-estate agents,
lawyers, accountants and gemstone dealers under
the AML/CTF Amendment Act 2024'° who may
facilitate high-risk activity.

7 FATF Guidance (2013) Politically Exposed Persons, Recommendations 12 and 22
8 AUSTRAC (2024), Money Laundering in Australia National Risk Assessment 2024

9 DFAT (2023). Global Advisory on Russian Sanctions Evasion Issued Jointly by the Multilateral REPO Task Force.

10 Anti-Money Laundering and Counter-Terror Financial Amendment Act 2024



https://www.fatf-gafi.org/content/dam/fatf-gafi/guidance/Guidance-PEP-Rec12-22.pdf
https://www.austrac.gov.au/sites/default/files/2024-07/2024%20AUSTRAC%20Money%20Laundering%20NRA.pdf
https://www.dfat.gov.au/sites/default/files/global-avisory-russian-sanction-evasion.pdf
https://www.austlii.edu.au/cgi-bin/viewdb/au/legis/cth/num_act/alacfaa2024602/

KEY FINDINGS

1. AVAILABLE DATA REVEALS SCALE,
BUT ALSO PROFOUND BLIND SPOTS.

Between 2017 and 2023, a known $36.4 million was
physically carried across borders from Russia into
Australia in 1,441 movements and Russian nationals
purchased at least 34 properties worth $25.4 million.™

These figures are not inherently suspicious and
likely reflect largely legitimate business and personal
activity. However, they represent only what Australia
can see. Significant blind spots remain because
large parts of this transient economy—including via
gatekeeper professions and opaque legal structures
beneficial ownership structure—currently remain
outside the AML/CTF regime.

Compounding this lack of visibility are insufficient
disclosures for foreign companies and/or trustees
investing in Australia, including real estate. As a

result, Australia has little clarity as to how much
Russian money is entering the country, through which
intermediaries, and whether it is linked to sanctioned
individuals or politically exposed persons.

Notably, cross-border cash movements increased
following the imposition of sanctions in 2022, with
the highest value in cash movement coming between
2022-2023,"? suggesting that individuals were
adapting to the closure of formal payment channels
such as removal of Russian banks from the SWIFT
network.'> Transfers below the $10,000 reporting
threshold further limit oversight.'

In all the case studies analysed, blind spots obscure
what authorities, civil society, journalists and the
public can parse. From case study 1, where complex
legal structures enabled by lawyers prevent oversight
of property ownership to case study 6, where a
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complicated diamond supply chain prevents clear
lines of sight over luxury commodity movements,
the same reality emerges: laws cannot be enforced
against what regulators cannot see.

2. ABSENCE OF BENEFICIAL OWNERSHIP
TRANSPARENCY IS A CENTRAL
STRUCTURAL FAILURE.

Despite long-standing commitments, recent
legislative changes and international best practice, '
Australia lacks a single beneficial ownership register
in compliance with FATF standards’®. In Australia’s
last mutual evaluation in 2015;'” FATF noted that
timely and accurate data access was a critical gap

in their assessment process. This creates a risk that
Russian elites, PEPs, criminals, and their proxies

use anonymous shell companies, trusts, nominee
arrangements, and offshore secrecy jurisdictions to
conceal asset ownership and control and providing
a vehicle to hide the proceeds of crime. A lack of
accessible data and transparency creates a risk in
these instances.

Every case study analysed in this report illustrates
the use of some form of opaque ownership structure
—and by extension, the use of professional service
providers as enablers in establishing these structures.

Anonymous shell companies and opaque corporate
structures obstruct risk assessment, due diligence,
relationship mapping, conflict-of-interest detection
and corruption investigations by law enforcement and
Australian businesses. With the majority of corruption
cases involving transfers between entities, '® an
estimated US $1 trillion lost per year from developing
countries since 2011, and organised crime costing
Australia AU $58.9 billion in 2022-23 alone,?° beneficial

11 ATO, Freedom of Information Request: Data held on Russian nationals’ applications and purchases of residential real estate 2013-2023.

12 AUSTRAC (May 2024). Freedom of Information Request ‘FOI regarding IFTIs and CBMs from Russia’

13 Parliament of Australia (2022), Russia’s exclusion from SWIFT: an explainer

14 AUSTRAC, Core Guidance - Reporting

15 Transparency International (2022), Ensuring an Effective Implementation of Recommendation 24

16 Australian Government Department of Treasury (2024), Policy specifications: Beneficial ownership reform in Australia

17 FATF (2015), Mutual Evaluation Report Australia

18 Van der Does de Willebois, Emile; Halter, Emily M.; Harrison, Robert A.; Park, Ji Won; Sharman, J.C. (2011), The Puppet Masters: How the
Corrupt Use Legal Structures to Hide Stolen Assets and What to Do About It

19 Extractive Industries Transparency Initiative (EITI), Beneficial ownership: Knowing who owns and controls extractive companies

20 Australian Institute of Criminology (November 2025). Serious and organised crime is affecting you - even if you don't realise it.



https://transparency.org.au/wp-content/uploads/2026/02/20240503-Document-for-release.pdf
https://transparency.org.au/wp-content/uploads/2026/02/20240516_AUSTRAC-1.pdf
https://www.aph.gov.au/About_Parliament/Parliamentary_departments/Parliamentary_Library/Research/FlagPost/2022/March/Exclusion_of_Russia_from_SWIFT
https://www.austrac.gov.au/business/core-guidance/reporting
https://files.transparencycdn.org/images/Comments-on-draft-FATF-guidance-for-Recommendation-24-on-beneficial-ownership-transparency-December-2022.pdf
https://treasury.gov.au/sites/default/files/2024-12/p2024-604994-ps.pdf
https://www.fatf-gafi.org/en/publications/Mutualevaluations/Mer-australia-2015.html
https://openknowledge.worldbank.org/entities/publication/ec364fd2-92f8-58a0-bd4e-155ac0f644d6
https://openknowledge.worldbank.org/entities/publication/ec364fd2-92f8-58a0-bd4e-155ac0f644d6
https://eiti.org/beneficial-ownership
https://www.aic.gov.au/media-centre/news/serious-and-organised-crime-affecting-you-even-if-you-dont-realise-it

ownership transparency would strengthen loophole
closures and bolster an effective AML regime. Further,
this would benefit a robust anti-corruption regime more
broadly, including in relation to public procurement,?
financial audits,?> mining and extractives
accountability? and civil society investigations.*

3. REAL ESTATE REMAINS A HIGH-
RISK CHANNEL FOR RUSSIAN MONEY
LAUNDERING AND ASSET PARKING.

Australia’s real estate sector—worth three times the
value of the stock market?*—remains vulnerable

to money laundering. The Australian Institute of
Criminology (AIC) and AUSTRAC found the Australian
real estate sector is an attractive sector for criminals,
and in particular organised crime gangs, to launder
funds because it is a relatively uncomplicated method
of obfuscating proceeds of crime, requiring little
planning or expertise. 2

This is illustrated in case study 1, where under-
threshold cash deposits and opaque legal structures
allowed Dmitry Rimskiy and Alexandra Bugrova to
quietly amass a real estate portfolio worth many
millions, using money obtained allegedly through
fraud and criminal activity, without detection.

Gaps in real-estate regulation highlighted by this

case study include the lack of current requirements
for real estate agents to identify beneficial owners of
property, and poor monitoring of cash transactions.

It must be noted that amendments to Australia’s
AML/CTF laws, commencing in 2026 should, if
effectively implemented, help to mitigate many of
these vulnerabilities through increased professional
service provider coverage and reporting obligations.?
However, Australia has been slow to make these

much-needed amendments and has left these
vulnerabilities open to exploitation.

Transparency International has long noted gaps in
Australia’s real estate due diligence and vulnerability to
exploitation.® More recent analysis under Transparency
International’'s inaugural Opacity in Real Estate
Ownership (OREO) Index in 2025 ranked Australia last
amongst 24 countries, including Russia, Panama and
Mexico, for the transparency of its real estate ownership
regulations and adequacy of its money-laundering
regulation.? Further, without a centralised real estate
ownership register, the development of a beneficial
ownership register will still have little oversight of wealth
parked in Australia's property market.

4. LONG-STANDING AML/CTF GAPS ALLOW
PROFESSIONAL ENABLERS TO FACILITATE
ILLICIT FINANCIAL FLOWS.

Real estate is not the only sector vulnerable to
exploitation through professional service providers
as enablers of illicit money flows. Until mid-2026, key
professions, including lawyers, accountants, trust and
company service providers, and luxury goods dealers,
will remain outside Australia’s AML/CTF regime.

While this is a positive and long-awaited step forward,
case studies 5 and 6 show how Australia has lagged
other jurisdictions and left the back door open for

far too long.** Members of gatekeeper professions
are not currently required to collect or verify key
information on their customers or on the identity

of beneficial owners of entities. They also have

no obligation to report to AUSTRAC on suspicious
transactions, or transactions of $10,000 or more in
physical currency.

21 FATF (2023), Guidance to Beneficial Ownership of Legal Persons (Recommendation 24)

22 United States Government Accountability Office (2019), Defence Procurement: Ongoing DOD Risk Assessment Efforts Should Include Contract

Ownership

23 Extractive Industries Transparency Initiative, EITI Standard 2023

24 Transparency International Czech Republic (2018), Andrej Babis$ is our controlling person, says Agrofert

25 ABC News, (3 Feb 2023), AFP money-laundering bust highlights Australia’s gaping real estate vulnerability.

26 Australian Institute of Criminology (2024), Impacts of money laundering and terrorism financing: Final report

27 AUSTRAC Guidance, AML/CTF Reform

28 Transparency International (2020), Real Estate Data: Shining a light on the corrupt

29 Transparency International (2025), Opacity in Real Estate Ownership Index

30 Transparency International Australia welcomes reforms to strengthen anti money-laundering in Australia, July 2024



https://www.fatf-gafi.org/content/dam/fatf-gafi/guidance/Guidance-Beneficial-Ownership-Legal-Persons.pdf.coredownload.pdf
https://www.gao.gov/assets/gao-20-106.pdf
https://www.gao.gov/assets/gao-20-106.pdf
https://eiti.org/sites/default/files/2024-04/2023%20EITI%20Standard_Parts1-2-3.pdf?hash=1771758000
https://www.transparency.org/en/press/andrej-babish-is-our-controlling-person-czech-republic
https://www.abc.net.au/news/2023-02-03/afp-money-laundering-bust-highlights-real-estate-vulnerability/101923160
https://www.austrac.gov.au/sites/default/files/2024-07/2024_Impact_of_money_laundering_and_terrorism_financing.pdf
https://www.austrac.gov.au/amlctf-reform
https://transparency.org.au/wp-content/uploads/2021/01/2020-Report-Real-estate-data-Shining-a-light-on-the-corrupt.pdf
https://files.transparencycdn.org/images/2025-Report-OREO-Index-English.pdf
https://transparency.org.au/transparency-international-australia-welcomes-reforms-to-strengthen-anti-money-laundering-in-australia/

This falls far behind international best practice; in a
recent report issued by FATF assessments have rated
Australia at 0 per cent effectiveness in regulating these
sectors.3' While the 2024 AML/CTF reforms represent
a major improvement, and will in 2026 cover
important Tranche 2 gatekeeper professions, risks
remain in other high-risk services (such as properly
developers®) and in trade-based money laundering
and luxury goods, which are increasingly utilised
typologies for hiding illicit wealth. Again, without
adequate visibility, red flags and known emerging
risks will continue to go un-investigated.

5. SANCTIONS AGAINST RUSSIA ARE
UNDERMINED BY WEAK ENFORCEMENT.

Russia’s full-scale invasion of Ukraine in February
2022 triggered unprecedented sanctions by Australia
and its allies, including the removal of major Russian
banks from the SWIFT financial messaging system.3*
In response, sanctioned individuals and entities are
documented to have sought to move assets offshore
and to adopt sophisticated money-laundering
techniques to evade restrictions.>*

Post-2022, sanctioning governments quickly warned
of emerging typologies linked to Russian sanctions
evasion, as reflected in case studies 3, 4, 5 and 6.
These include transferring ownership to family
members, close associates or nominees; purchasing
real estate to store and grow wealth while retaining
personal use; relying on professional gatekeepers
or enablers such as lawyers, real-estate agents,
accountants and gemstone dealers; and shifting value
through cryptocurrency and integrating it back into
the formal financial system. 3¢

In Australia, visibility over the risks associated with
these typologies remains limited. While authorities
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do have access to legal tools including civil forfeiture
and unexplained wealth orders,*” their effectiveness
depends on asset identification, beneficial ownership
and reliable linkages between different forms of data.

These constraints extend beyond financial assets

to sanctioned goods and high-risk commodities, as
outlined in case study 6 and case study 7. This lack of
oversight has been acknowledged by the Australian
Government as noted in the Senate Inquiry into
Australia’s Sanctions Regime Report 2025 (the Senate
Inquiry).® However, a freedom of information request
by Transparency International in 2023 was rejected
by DFAT on the grounds that it ‘would constitute

a substantial and unreasonable diversion of the
department's resources.’

Sanctions then function solely as red flags for risk
rather than as an enforceable constraint or deterrent
unless supported by effective tracing and freezing,
which would offer a means of translating risk into
disruption when necessary. With limited internal
capacity to identify and locate Russian assets and
poor transparency over the value of frozen Russian
assets in Australia, it is challenging to assess the
effectiveness of this approach.® It also risks Australia’s
continued positioning as a permissive environment
and safe haven for the parking of sanctioned wealth.

6. INEFFECTIVE POLITICALLY EXPOSED
PERSONS CHECKS HAVE LEFT THE BACK
DOOR OPEN.

A critical aspect of AML risk management is the
identification of Politically Exposed Persons (PEPs),
which can function as a key risk identification tool.
However, this system remains weak across the
Australian AML/CTF system, with the Anti-Money

31 FATF (July 2024), Horizontal Review of Gatekeepers' Technical Compliance Related to Corruption.

32 Transparency International (2023), Loophole Masters

33 The Sydney Morning Herald (18 Jan 2025), Watches worth $3m, Hermes bags and Lego: The underworld’s new currency

34 Financial Transactions and Reports Analysis Centre of Canada (2023, May), Special Bulletin on Russia-linked money laundering activities

35 Ibid

36 Financial Transactions and Reports Analysis Centre of Canada (2023, May). Special Bulletin on Russia-linked money laundering activities;
Australian Department of Foreign Affairs and Trade, (2023, March). Global Advisory on Russian Sanctions Evasion Issued Jointly by the

Multilateral REPO Task Force

37 Transparency International (2022), Up to the task

38 Parliament of Australia (2025), Senate inquiry into Australia’s Sanctions Regime Report, pp2.35-2.36.

39 Senate Foreign Affairs, Defence and Trade References Committee (2025), Australia’s Sanctions Regime



https://www.fatf-gafi.org/content/dam/fatf-gafi/reports/HRGTC.pdf.coredownload.inline.pdf
https://files.transparencycdn.org/images/2023-Report-Loophole-Masters-English.pdf
https://www.smh.com.au/national/watches-worth-3m-hermes-bags-and-lego-the-underworld-s-new-currency-20241202-p5kv91.html
https://fintrac-canafe.canada.ca/intel/bulletins/rlml-eng.pdf
https://fintrac-canafe.canada.ca/intel/bulletins/rlml-eng.pdf
https://www.dfat.gov.au/international-relations/security/sanctions/guidance/global-advisory-russian-sanctions-evasion-issued-jointly-multilateral-repo-task-force
https://www.dfat.gov.au/international-relations/security/sanctions/guidance/global-advisory-russian-sanctions-evasion-issued-jointly-multilateral-repo-task-force
https://transparency.org.au/wp-content/uploads/2022/06/2022-Report-Up-to-the-task.pdf
https://www.aph.gov.au/Parliamentary_Business/Committees/Senate/Foreign_Affairs_Defence_and_Trade/Sanctions47/Report
https://www.aph.gov.au/Parliamentary_Business/Committees/Senate/Foreign_Affairs_Defence_and_Trade/Sanctions47/Report/Chapter_3_-_Strengthening_the_sanctions_regime

Laundering and Counter-Terrorism Financing
Amendment Bill 2024 Report noting that PEP checks
can be complex and at times are undertaken at

the discretion of the company in question owing to
‘regulatory costs’.*® AUSTRAC further notes that PEP
screening relies at times on incomplete or outdated
databases,*' or that screening relies on self-reporting,
which may miss details such as family names or
indirect political influence.

As highlighted in case studies 2 to 6, Russian PEPs
appear be of special interest due to their possible
close connections with the Russian kleptocratic

ruling elite and organised crime. New AML/CTF
regulations coming into effect in mid-2026 do have

a stronger focus on PEPs, with proof of source of
wealth, enhanced due diligence checks for gatekeeper
professions and improved screening tools.*> However,
the option for PEPs to move wealth into Australian
markets has been open for far too long, and there

is no clear understanding of how much wealth and
where is tied to these individuals connected to the
Russian political elite.

These individuals may be of dual interest owing to
some overlap between those assigned PEP status
and those subject to sanctions; FATF guidelines note
that PEP and sanctions screening should both be
incorporated into AML and ‘know your customer’
organisational checks.* Where PEP regimes are
inconsistently applied, or poorly resourced, the
overlap remains obscured, compounding the
challenge of distinguishing between lawful and illicit
activity and preventing meaningful enforcement and
accountability when warranted.

40 Parliament of Australia (2024), Anti-Money Laundering and Counter-Terrorism Financing Amendment Bill 2024 Report, Chapter 2.45

41 AUSTRAC, Politically exposed persons (PEPs)
42 AUSTRAC (2025). Politically Exposed Persons (Reform).

43 FATF Guidance (2013), Politically Exposed Persons (Recommendations 12 and 22)
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https://www.aph.gov.au/Parliamentary_Business/Committees/Senate/Legal_and_Constitutional_Affairs/Anti-MoneyLaundering47/Report/Chapter_2_-_Matters_raised_in_evidence
https://www.austrac.gov.au/business/core-guidance/customer-identification-and-verification/politically-exposed-persons-peps
https://www.austrac.gov.au/amlctf-reform/reforms-guidance/amlctf-program-reform/customer-due-diligence-reform/politically-exposed-persons-reform
https://www.fatf-gafi.org/content/dam/fatf-gafi/guidance/Guidance-PEP-Rec12-22.pdf

FROM RUSSIA WITH CASH: EXPLORING AUSTRALIA'S VULNERABILITIES TO RUSSIAN DIRTY MONEY

CASE STUDIES

CASE STUDY 1:
GOLDEN REAL ESTATE,
DIRTY MONEY

Red flags and vulnerabilities

Real estate portfolio (very high risk)

Opaque legal structures (very high risk)

Involvement of Politically Exposed Persons (PEPs) (very high risk)

Professional service providers (high risk)

In March 2024, the Australian Federal Police (AFP) issued court summons to two Russian nationals,
Dmitry Rimskiy and Alexandra Bugrova, after locating approximately $1.95 million in cash and
$514,000 in cryptocurrency on the Gold Coast. The pair were accused of depositing cash into ATMs
and banks across New South Wales, Queensland, Victoria, and South Australia during 2022.

Police allege Rimskiy and Bugrova made hundreds of deposits under $10,000, deliberately
structuring transactions to avoid detection by AUSTRAC. It later emerged that between 2016 and
2022, the pair had quietly built a substantial Queensland real estate portfolio spanning the Gold
Coast and Brisbane. The total value of their property holdings is estimated at $12.96 million. *

According to the AFP, the pair laundered funds through real estate by purchasing properties

or rapidly repaying mortgages on multiple Queensland homes. Investigative journalists who
examined property titles and company records allege that lawyers and accountants were involved
in establishing the companies used to hold these assets on Rimskiy and Bugrova’s behalf.

Investigators believe the money laundered in Australia is linked to a criminal group responsible
for the embezzlement of multiple Russian banks through deliberate bankruptcy schemes. The
funds traced to Australia are alleged to originate from large-scale embezzlement within the
Russian banking system. Bugrova is reportedly the ex-wife of Denis Grigoryev, a defendant

in @ major criminal case involving the collapse of Russia’s Baikalbank.*> According to the
investigation, Grigoryev supplied bank management with more than 100 shell companies,
funneling over three billion rubles of bank assets through them before withdrawing the funds
to acquire additional banks, ultimately bankrupting the original institution. 4

44 Australian Federal Police (4 August 2024) $15.6 million in assets restrained by AFP-led taskforce

45 Kommersant (7 August 2017), Businessman deposited 100 one-day companies into Baikalbank.
46 Ibid



https://www.afp.gov.au/news-centre/media-release/156-million-assets-restrained-afp-led-taskforce
https://www.kommersant.ru/doc/3377845
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Mitigating measures:

+ Incoming regulation of real estate agents under Australia’s AML/CTF regime and requirement
to report suspicious transactions, conduct source of wealth checks on customers to reduce
the vulnerability of real estate sector to money laundering.

* Increased regulation of crypto and digital currencies.

+ Regulation of gatekeepers; lawyers and accountants will be required to carry out checks on
their clients and identify suspicious activity.



FROM RUSSIA WITH CASH: EXPLORING AUSTRALIA'S VULNERABILITIES TO RUSSIAN DIRTY MONEY

CASE STUDY 2:
PLAYING WITH FIRE

Red flags and vulnerabilities

Real estate portfolio (very high risk)

Opaque legal structures (very high risk)

Involvement of Politically Exposed Persons (PEPs) (very high risk)

Sanctioned individuals (high risk)

Professional service providers (high risk)

In March 2018, a fire tore through the Winter Cherry shopping centre in the Siberian city of
Kemerovo. Faulty wiring in a children’s play area and cinema ignited the blaze. The fire suppression
system was not connected to the alarm, emergency exits were blocked, and the alarm itself had
been switched off, severely hampering evacuation. At least 64 people were killed.*

Multiple criminal cases followed, the last concluding in 2023. Fourteen people have been
imprisoned, including shopping centre managers, engineers, firefighters, security guards, and
regional officials.*® One key figure, however, was never prosecuted. Denis Shtengelov, one of
the mall's owners, left Russia and is now living in Australia.

Shtengelov owns the snack and confectionery conglomerate KDV Group and, through his
company, controlled a significant portion of the Winter Cherry shopping centre. He publicly
offered three million rubles in compensation to victims' families but has neither paid the
money nor returned to Russia to face prosecution.* Alongside his Russian business interests,
Shtengelov has been a long-term investor in Australia. He is a director of KDV-SPORT Pty

Ltd, which built and operates a multi-functional sports club. When the club opened in 2016,
Shtengelov's investment was estimated to cost $20 million. >

Shtengelov is also alleged to own luxury residential real estate in Australia, registered through
several companies in the name of his wife, Maria Karzhilova. These assets reportedly include a
three-storey house in Surfers Paradise and five apartments in luxury Gold Coast skyscrapers.>'
The total value of Australian real estate registered to Karzhilova is estimated at no less than

$8 million.

47 ABC News Online (27 March 2018), Siberian mall fire: Billionaire who helped fund shopping centre lives on the Gold Coast.
48 The Moscow Times, (27 June 2023), Russian Official Jailed Over 10 Years for Mall Fire Tragedy
49 ABC News Online (27 March 2018), Siberian mall fire: Billionaire who helped fund shopping centre lives on the Gold Coast.

50 Medium (5 April 2018). Australia: Russian Skyscraper Collector.
51 lbid



https://www.abc.net.au/news/2018-03-27/russian-who-helped-fund-siberian-mall-lives-on-gold-coast/9593858
https://www.themoscowtimes.com/2023/06/27/russian-official-jailed-over-10-years-for-mall-fire-tragedy-a81659
https://www.abc.net.au/news/2018-03-27/russian-who-helped-fund-siberian-mall-lives-on-gold-coast/9593858
https://medium.com/@ilyashumanov/%D0%B0%D0%B2%D1%81%D1%82%D1%80%D0%B0%D0%BB%D0%B8%D1%8F-%D1%80%D0%BE%D1%81%D1%81%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9-%D0%BA%D0%BE%D0%BB%D0%BB%D0%B5%D0%BA%D1%86%D0%B8%D0%BE%D0%BD%D0%B5%D1%80-%D0%BD%D0%B5%D0%B1%D0%BE%D1%81%D0%BA%D1%80%D1%91%D0%B1%D0%BE%D0%B2-936fbe1b684b
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There is no evidence that Shtengelov has engaged in money laundering. However, the steps
taken to conceal ownership of his property portfolio—by registering assets to his wife—reflect a
common method used to obscure control of wealth. While large property holdings alone do not
indicate money laundering, they raise red flags. Shtengelov is also now subject to sanctions.

Mitigating measures:

+ Public Beneficial ownership register will help in the identification of PEPs.

+ Regulation of real estate agents under Australia’s AML/CTF regime and requirement to report
suspicious transactions, conduct source of wealth checks on customers.



FROM RUSSIA WITH CASH: EXPLORING AUSTRALIA'S VULNERABILITIES TO RUSSIAN DIRTY MONEY

CASE STUDY 3:
SANCTIONED IN NAME ONLY

Red flags and vulnerabilities

Involvement of Politically Exposed Persons (PEPs) (very high risk)

Sanctioned individuals (high risk)

Trade in sanctioned goods (high risk)

Professional service providers (high risk)

In February 2022, Australia responded to Russia’s invasion of Ukraine with sweeping sanctions,
including a ban on exporting aluminium ore and related products to Russia.>? Among those
sanctioned were oligarchs Oleg Deripaska and Viktor Vekselberg, both of whom had significant
business interests in Australia.

Deripaska is president of Russian aluminium giant Rusal, which at the time held a 20 per

cent stake in the Queensland Alumina Limited refinery in Gladstone, operated by Rio Tinto. 3
Vekselberg held an indirect interest in Origin Energy’s Beetaloo project through his 16 per cent
stake in Falcon Oil & Gas, Origin’s joint venture partner.>*

Both men had already been sanctioned by the U.S. Treasury's Office of Foreign Assets

Control (OFAC) in April 2018. Deripaska was designated for acting on behalf of the Russian
government and operating in the energy sector. He has long-standing ties to the Kremlin, holds
a Russian diplomatic passport, and has faced multiple criminal investigations and allegations
of organised crime and money laundering. > OFAC later stated that his business activities were
used to facilitate transfers of funds for Vladimir Putin’s personal use, including the reported
cancellation of a 2017 IPO to conceal laundering. >

Vekselberg was designated for operating in Russia's energy sector. He is the founder and chair
of the Renova Group, which controls major energy assets.> In 2016, Russian prosecutors raided
Renova’s offices and arrested senior executives for bribery linked to a power generation project.>

52 Parliament of Australia (18 Feb 2022), Sanctions imposed on Russia in response to aggression against Ukraine - how are they imposed under
Australia’s sanctions laws?

53 Guardian (8 April 2022), Rio Tinto takes full control of Queensland alumina refinery after Russian oligarchs sanctioned

54 Guardian (20 October 2020), Putin’s blacklisted oligarch ally to cash in on Morrison government's gas-led recovery.

55 US Department of Treasury (6 April 2018), Treasury Designates Russian Oligarchs, Officials, and Entities in Response to Worldwide Malign Activity
56 lbid
57 Financial Times (13 Feb 2020), US cites reports Oleg Deripaska helped Vladimir Putin launder cash

58 US Department of Treasury (6 April 2018), Treasury Designates Russian Oligarchs, Officials, and Entities in Response to Worldwide Malign Activity
59 lbid
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https://www.aph.gov.au/About_Parliament/Parliamentary_departments/Parliamentary_Library/Research/FlagPost/2022/February/Sanctions_on_Russia
https://www.aph.gov.au/About_Parliament/Parliamentary_departments/Parliamentary_Library/Research/FlagPost/2022/February/Sanctions_on_Russia
https://www.theguardian.com/australia-news/2022/apr/08/rio-tinto-takes-full-control-of-queensland-alumina-refinery-after-russian-oligarchs-sanctioned
https://www.theguardian.com/australia-news/2020/oct/20/putins-blacklisted-oligarch-ally-to-cash-in-from-morrison-governments-gas-led-recovery
https://home.treasury.gov/news/press-releases/sm0338
https://www.ft.com/content/20b95b2c-4e6e-11ea-95a0-43d18ec715f5
https://home.treasury.gov/news/press-releases/sm0338

Following Australia’s sanctions, Rio Tinto ceased supplying bauxite to Rusal's subsidiary in
April 2022 and took control of Queensland Alumina Limited. ¢ Rusal sued, but the court found
Rio Tinto had correctly applied Australian sanctions and that continuing supply would have
breached the law. ®

Despite this outcome, Australia’s response was slow. The ties of Deripaska and Vekselberg

to the Russian elite, organised crime, and money laundering had been widely reported by
2018, yet both continued to operate in Australia until 2022. As a result, oligarchs closely linked
to Putin benefited from the Australian economy long after being shut out of allied markets,
underscoring the ad hoc nature of Australia’s sanctions regime and persistent weaknesses in
managing AML risks associated with politically exposed persons.

Mitigating measures:

* Public Beneficial ownership register could help identify PEPs.

« A more strategic approach to autonomous sanctions, increased effectiveness and
coordination across government and with allied governments of Australia’s sanctions regime
would also have likely prevented these individuals from investing in Australia’s mining sector.

60 Guardian (8 April 2022), Rio Tinto takes full control of Queensland alumina refinery after Russian oligarchs sanctioned

61 Herbert Smith Freehills (5 May 2024), Landmark judicial guidance on the Australian Autonomous Sanctions regime: A case note on Alumina
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and Bauxite Company Ltd v Queensland Alumina Ltd [2024] FCA 43



https://www.theguardian.com/australia-news/2022/apr/08/rio-tinto-takes-full-control-of-queensland-alumina-refinery-after-russian-oligarchs-sanctioned
https://www.hsfkramer.com/notes/sanctions/2024-05/landmark-judicial-guidance-on-the-australian-autonomous-sanctions-regime-a-case-note-on-alumina-and-bauxite-company-ltd-v-queensland-alumina-ltd-2024-fca-43
https://www.hsfkramer.com/notes/sanctions/2024-05/landmark-judicial-guidance-on-the-australian-autonomous-sanctions-regime-a-case-note-on-alumina-and-bauxite-company-ltd-v-queensland-alumina-ltd-2024-fca-43

FROM RUSSIA WITH CASH: EXPLORING AUSTRALIA'S VULNERABILITIES TO RUSSIAN DIRTY MONEY

CASE STUDY 4:
TRADING BY PROXY

Red flags and vulnerabilities

Opaque legal structures (very high risk)

Trade in sanctioned goods (high risk)

Despite imposing sanctions on Russia, Australia’s two-way trade with Russia reached $984
million in 2022-23—roughly equivalent to Australia’s aid to Ukraine.® The sanctions, introduced
after Russia’s invasion, were intended to deprive the Russian government of revenue by
banning imports of oil, gas and coal.

In practice, a major loophole has blunted their impact. While Australia banned direct imports of
Russian crude, it continues to import refined petroleum products processed in third countries
using Russian oil. In 2022, Australia imported 80 per cent of its refined petroleum needs, the
highest level on record.®

In the first half of 2024 alone, Australia imported more than 1.4 million tonnes of refined fuel
from refineries in India and China that rely heavily on Russian crude.® Two Indian refineries
—New Mangalore and Jamnagar—use approximately 41 per cent and 26 per cent Russian oil
respectively, while China’s Qingdao Huangdao refinery uses around 7 per cent. Jamnagar has
a supply agreement with Rosneft, Russia’s state-controlled oil company, which is subject to
Australian sanctions. ¢

The loophole persists because Australia does not prohibit imports of refined fuels from
countries that have not sanctioned Russia, including India, China, and Turkey. As a result,
Australia's sanctions have failed to prevent Russian oil from entering its market and continue,
indirectly, to support the Russian government.®’

The situation remained unchanged in 2025, with reports from Centre for Research on Energy
and Clean Air (CREA) detailing the import of more than 3 million tonnes of Russian-derived oil
products since 2023.

62 Herald Sun (26 May 2024), Australia Allows $1bn in Trade with Russia Since Invasion of Ukraine

63 Department of Foreign Affairs and Trade (11 March 2022), Russia - Extension of sanctions on Russia to prohibit the import into Australia of
Russian oil and other energy products.

64 Department of Climate Change, Energy, the Environment, and Water (August 2024), Australian Energy Update

65 SBS Russian (21 July 2024), Glaring loophole’ allowing imports of sanctioned Russian oil products to Australia.
66 Ibid

67 Australian Federation of Ukrainian Organisations (24 September 2024), Submission to Senate Inquiry on Australia’s Sanctions Regime

68 CREA (11 December 2025), November 2025 — Monthly analysis of Russian fossil fuel exports and sanctions



https://www.heraldsun.com.au/subscribe/news/1/?sourceCode=HSWEB_WRE170_a&dest=https%3A%2F%2Fwww.heraldsun.com.au%2Fnews%2Fvictoria%2Faustralia-allows-1bn-in-trade-with-russia-since-invasionof-ukraine%2Fnews-story%2Fd1939a99b899cc6afe119c11762930fd&memtype=anonymous&mode=premium&v21=GROUPA-Segment-2-NOSCORE
https://www.dfat.gov.au/news/news/russia-extension-sanctions-russia-prohibit-import-australia-russian-oil-and-other-energy-product
https://www.dfat.gov.au/news/news/russia-extension-sanctions-russia-prohibit-import-australia-russian-oil-and-other-energy-product
https://www.energy.gov.au/sites/default/files/2024-08/australian_energy_update_2024.pdf
https://www.sbs.com.au/language/russian/en/article/glaring-loophole-imports-of-sanctioned-russian-oil-products-to-australia/i3xwpeswq
https://www.aph.gov.au/Parliamentary_Business/Committees/Senate/Foreign_Affairs_Defence_and_Trade/Sanctions47/Submissions
https://energyandcleanair.org/november-2025-monthly-analysis-of-russian-fossil-fuel-exports-and-sanctions/
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Mitigating measures:
* Increased enforcement of Australia’s sanctions regimes including to the import into Australia
of prohibited products made from Russian oil through third parties.

+ Public Beneficial Ownership register to assist in the identification of PEPs and reduce
corporate secrecy than enables the obfuscation of the origins of products.



FROM RUSSIA WITH CASH: EXPLORING AUSTRALIA'S VULNERABILITIES TO RUSSIAN DIRTY MONEY

CASE STUDY 5:
EXTRACTING COAL,

FUNDING THE RUSSIAN STATE

Red flags and vulnerabilities

Opaque legal structures (very high risk)

Involvement of Politically Exposed Persons (PEPs) (very high risk)

Trade in sanctioned goods (high risk)
Sanctioned individuals (high risk)

Professional service providers (high risk)

Despite Russian coal being a sanctioned good since March 2022, an ASX-listed company,

Tigers Realm through its five Russian-based subsidiaries continued to extract, transport and sell
Russian coal and even increased its production. ® Tigers Realm, now suspended from trading
on the ASX, fourth-largest shareholder is RDIF Investment Management LLC, holding a 7.93

per cent stake. RDIF Investment Management LLC is a wholly owned subsidiary of the Russian
Direct Investment Fund (RDIF), an entity designated in Australia pursuant to the Autonomous
Sanctions.”®

Close examination of the company’s activities also revealed links to Russian PEPs including
Svetlana Radchenko who held a role as Deputy Minister. In June 2023, Tigers Realm Coal filed
and application in the Federal Court seeking declarations that Australia’s sanctions laws do not
apply to its coal mining activities in Russia.

The application was dismissed by the Federal Court in April 2024, finding that the activities

of the company’s subsidiaries in producing and transporting coal for import into third
countries from Russia are captured by Australia’s sanctions laws.”" In May 2024, Tigers Realm
shareholders agreed to sell to a company owned by a Russian businessman Mark Buzuk for US
$49 million ($74 million) though the final sale is yet to be approved by the Russian state.

Between the announcement of Russian sanctions and the eventual proposed sale of the
company, Tigers Realm increased its production of coal and continued to pay taxes, royalties
and fees to the Russian state. There is still a risk that the company’s subsidiaries will mine coal
in the Russian summer and continue to pay taxes to the Russian state.

69 Australian Centre for International Justice (9 May 2024), JOINT MEDIA RELEASE: Aussie coal company’'s AGM sale shines a spotlight on sanctions
regime.

70 DFAT (Updated October 2025), Australian Sanctions Office Consolidated List

71 Australian Centre for International Justice (9 May 2024), JOINT MEDIA RELEASE: Aussie coal company’'s AGM sale shines a spotlight on sanctions
regime.
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https://acij.org.au/joint-media-release-aussie-coal-companys-agm-sale-shines-a-spotlight-on-sanctions-regime/
https://acij.org.au/joint-media-release-aussie-coal-companys-agm-sale-shines-a-spotlight-on-sanctions-regime/
https://www.dfat.gov.au/international-relations/security/sanctions/consolidated-list
https://acij.org.au/joint-media-release-aussie-coal-companys-agm-sale-shines-a-spotlight-on-sanctions-regime/
https://acij.org.au/joint-media-release-aussie-coal-companys-agm-sale-shines-a-spotlight-on-sanctions-regime/
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This raises questions about the enforceability of Australia’s sanctions and whether Tigers
Realm'’s legal challenges were designed to avoid accountability, continue extracting and
exporting coal, and increase the company’s value before an inevitable sell-off.

Mitigating measures:

+ Increased effectiveness of Australia’s sanctions regimes including a willingness to hold actors
accountable for breaches.

* Increased inter-agency cooperation to ensure consistency of PEP/sanctions checks.



FROM RUSSIA WITH CASH: EXPLORING AUSTRALIA'S VULNERABILITIES TO RUSSIAN DIRTY MONEY

CASE STUDY 6:
DIAMONDS ARE A REGIME’S BEST FRIEND

Red flags and vulnerabilities

Luxury goods (very high risk)

Opaque legal structures (very high risk)

Sanctioned individuals (high risk)

Professional service providers (high risk)

Whilst Russian diamonds are not a sanctioned good in Australia, the Australian government has
sanctioned Alrosa, a leading Russian diamond trader, and their CEO, Sergei Sergeevich Ivanov.
Alrosa is part owned by the Russian state.

Research by investigative group Arctida, in collaboration with Board Member Tl Russia, and
Managing partner TriTrace Investigations Ilia Shumanov, and using data from corporate
disclosure platform, Sayari, suggests Russian diamonds from a sanctioned entity, Alrosa, which
is part owned by the Russian state, could be being sold in Australia. Specifically, the research
shows an Indian company Mohit Diamonds buying diamonds from First Brilliant Company
(FBC), a shell company for Alrosa’s diamond exports, and that between 2023-2025 Mohit
Diamonds actively shipped diamonds to Australian company Rivenlea Investments PTY LTD.”?

Because of opacity in the diamonds’ supply chain and movement, it is impossible to ascertain
whether diamonds from Russia are making it into the Australian market, or whether Mohit
Diamonds is in some way bifurcating its supply to ensure this doesn't happen—the issue is that
Australian consumers have no way of knowing whether purchase of these luxury items is in fact
lining the pockets of sanctioned individuals, and more seriously, propping up the Russian regime.

Under amendments to Australia’s AML/CTF laws, coming into effect in mid-2026, gemstone
dealers like Rivenlea will be required to screen for PEPs and sanctions. However, the total value
of the diamonds in transit from 2023 is eyewatering, and the possibility that at least some of
this cash has made its way through sanctioned entities is real.

Mitigating measures:

« From July 2026, all regulated entities under Australia’s AML/CTF laws will be required to screen
for sanctions as part of the risk-based approach to AML.

+ Australia to align sanctions with EU and UK and include Russian diamonds as a sanctioned good.

72 Datataken from corporate disclosure platform Sayari and analysed in partnership with Arctida and Board Member TI Russia, Managing partner
TriTrace Investigations llia Shumanov. For more on this story see ‘Bank Arsonists: How to Walk Away with Billions from the Vault'. The data provides
details on Russia to India diamond exports from Alrosa to Mohit Diamonds, and India to Australia diamond exports from Mohit Diamonds to Rivenlea.
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https://www.youtube.com/watch?v=XScPwC1b-ls
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